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A FIELD GUIDE TO DIGITAL PARENTING: 
6 COMMON PITFALLS TO AVOID IN THE DIGITAL WILDERNESS
As if they were born with these skills, our kids glide effortlessly through the cyberlandscape — texting, 

tweeting, Instagramming, whipping up PowerPoint presentations — often all at the same time! They might 

be digital natives, but our kids still have a lot to learn and we are the ones to teach them. If not their parents, 

who will set our kids on the right path through the virtual world, teaching digital etiquette, helping them 

protect their online reputations, and ensuring they understand the safety risks and how to avoid them? 

But being an educated digital parent can be daunting.  How do you use privacy settings? What exactly is 

Instagram? And what ever happened to MySpace, anyway? It’s new parenting territory, to be sure, and the 

language, rules, and customs are changing all the time. Here’s the good news: you don’t have to be a tech 

whiz to become a good digital parent. It just takes a little work, a sense of humor, and a big dose of patience. 

Here are 6 common digital parenting pitfalls, tips for avoiding them, and resources you can turn to for help. 
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PITFALL #1: 
MISSING-IN-ACTION DIGITAL PARENTING
Pressed for time and limited in their tech skills, many parents 
simply set their children loose in cyberspace and hope for the 
best. But research shows that this is a dangerous strategy: in a 
recent survey by the Family Online Safety Institute, 43 percent 
of teens admitted they’ve posted something online that they 
later regretted. Another study by McAfee found that, begin-
ning in the tween years and continuing through early adult-
hood, many young people admit to engaging in risky behavior 
online, even though they understand the risks. The researchers 
concluded that many parents are in the dark about their chil-
dren’s online activities.

Increase your online literacy so you can give your child 
informed advice and guidance.

Most social media sites provide information on their safety 
features and privacy guidelines. Facebook has a Help Center 
and a Family Safety Center, and Instagram’s website provides 
in-depth information on their privacy policy.  Go over this in-
formation with your child. 

•	 Commonsensemedia.org has extensive information on 
media safety and privacy. They also rate websites, apps, 
video games, and other media on age-appropriateness 
and educational value.

•	 Getnetwise.org, created by the Internet Education Foun-
dation, provides online safety information and other re-
sources. 

•	 MediaSmarts.ca has good information on Internet priva-
cy and safety, media literacy, and cyberbullying. 

•	 Net	Safety	Tips	on	the	Go is an app with frequently up-
dated online safety tips that are helpful for parents and 
teens.

RESOURCES AND TIPS

WHAT YOU CAN DO
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PITFALL #2: 
“JUST SAY NO!” DIGITAL PARENTING 
Fearful of the dangers, some parents ban or severely restrict 
access to the Internet and social media. Unfortunately, they 
miss the opportunity to explore with their children and teach 
them about quality online resources. 

Your children are going to need tech and online skills for school 
and career — wouldn’t you prefer they start this journey with 
you at their side? If your child asks to join a social media site 
and you feel she is too young, agree on an age when she can 
join, or consider joining an age-appropriate site with her now. 
This way, you can teach her about privacy settings and other 
safety features. Take the time to introduce her to the many ed-
ucational and cultural resources the Internet has to offer. Help 
her find reliable websites and learn to distinguish between re-
liable and unreliable sources of information. 

•	 Commonsensemedia.org rates apps, computer games, 
websites, and social media sites for age-appropriateness, 
educational value, and other criteria. They also have in-
formation, including videos for kids, on boosting media 
literacy. 

•	 If your child longs to join a social media site and you 
think she’s too young, steer her toward more age-appro-
priate sites like Club	Penguin, Everloop, or RuneScape.

•	 Introduce your child to educational sites like Khan	Acad-
emy, where she can get homework help or explore 
modern art. National	 Geographic	 Kids (www.nation-
algeographic.com/kids) lets her travel the planet, and 
GeoGuessr.com is a fun way to see what the world looks 
like. Goorulearning.org	has	 crowd-sourced educational 
materials on a variety of topics.

•	 Teach your child to look closely at ads and the messag-
es advertisers use to sell products. Find out more at the 
Center for Media Literacy’s website, www.medialit.org. 

RESOURCES AND TIPS

WHAT YOU CAN DO
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PITFALL #3: 
HYSTERICAL DIGITAL PARENTING
Every parent has heard terrifying stories about cyberstalking 
and other predatory online practices. In fact, such incidents 
are rare. If you exaggerate online perils, your child is likely to 
tune you out.  

Start an ongoing discussion about Internet privacy, safety, and 
civility. The conversation will change as your child gets old-
er, as will the way you supervise his online activities. Many 
parents require younger children to use the computer in the 
family room only so they can oversee online activities. Tweens 
and teens should be given more freedom, especially if they’ve 
proven themselves to be responsible. But allowing more au-
tonomy doesn’t mean that you step out of the picture entirely 
— and your teen doesn’t want you to, either. A recent Pew 
survey found that most teens are concerned about their online 
privacy, and 70 percent “have asked for and sought advice on 
managing their privacy online.” 

•	 Getnetwise.org,	Wiredsafety.org,	Commonsensemedia.
org, ConnectSafely.org, and MediaSmarts.ca offer a 
wealth of safety tips and resources.

•	 Go over privacy settings on the social media sites your 
tween or teen uses, and make sure he understands what 
they do and how to use them. 

•	 Create an “Online code of conduct” with your child that 
includes:

 D Never share passwords. 
 D Never communicate with strangers online. 
 D Talk to a parent if you feel menaced or bullied online. 
 D Steer clear of email attachments from unknown 
senders as they may contain viruses. 

RESOURCES AND TIPS

WHAT YOU CAN DO
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PITFALL #4: 
HANDS-OFF DIGITAL PARENTING 
Many parents assume that because their teen is tech-savvy, 
she understands how important it is to protect her reputation 
online. But tweens and teens don’t necessarily have the ma-
turity to understand how posts meant to be funny or boastful 
to peers are likely to be perceived by adults – or that a single 
impulsive post can have a lasting impact. According to a 2012 
survey by Kaplan Test Prep, 35 percent of college adminis-
trators who Googled or visited an applicant’s Facebook page 
said they found information that negatively impacted that stu-
dent’s application — up from 12 percent in 2011. Another study 
found that two in five companies now use social media when 
considering job candidates.

Explain to your child that everything she posts online may 
one day be viewed by a future college administrator or po-
tential employer. 

•	 Encourage your child to periodically conduct an Internet 
search of her name to see what comes up — and think 
about the impression that information might make on a 
college scholarship committee or a hiring manager. 

•	 Give every post the “grandma test.” Would your teen 
want his grandmother to see it?

•	 Remind your child that if she posts anything online it’s 
essentially permanent — even if she later removes it, it 
may have already been circulated around the web. 

RESOURCES AND TIPS

WHAT YOU CAN DO
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PITFALL #5: 
“BECAUSE I SAID SO!” 
It can be hard not to fly off the handle or impose draconian 
punishments if your child posts something stupid or risky on-
line. But if you do, you’re likely to be defriended or otherwise 
banished from his online community altogether. 

Use the incident as an opportunity to teach your child digi-
tal netiquette. Explain why he should take the comments or 
images down if they cross a line in terms of safety, civility, 
or simple good taste. If you keep lines of communication 
open and don’t overreact to small missteps, he is more like-
ly to tell you if he feels bullied or menaced online. 

•	 Teenangels.org, a website that educates teens about In-
ternet safety, advises kids to “Take 5” before sending a 
message when they are angry or hurt. 

•	 Commonsensemedia.org encourages kids to follow the 
Golden Rule (online and off): never say or do anything 
that you wouldn’t want someone else to say or do to you.

•	 Urge your child to tell you if she or anyone she knows is 
being bullied or harassed online.

RESOURCES AND TIPS

WHAT YOU CAN DO
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PITFALL #6: 
HELICOPTER DIGITAL PARENTING
Some parents violate their teen’s privacy by being an obsessive 
online BFF. This is a hazard — especially for tech-savvy parents 
who frequent social media themselves. But you wouldn’t insist 
on accompanying your teen to parties or hovering when she 
has a friend over, and you should be just as respectful of her 
life online. Teens use social media to connect with friends, not 
with their parents, so refrain from making comments on her 
wall or going overboard with the “like” button — or you may 
lose access altogether. 

If you mind your online manners, you’re more likely to stay 
on her friends list. Find your own online posse and give 
your child her digital space, while keeping lines of com-
munication open and having frequent conversations about 
Internet safety and privacy. 

•	 If your child is in middle school and just beginning to ex-
plore the social media world, make friending you a con-
dition of signing up for any social media site.

•	 Keep an eye on what your child is doing online, but don’t 
try to be one of the gang — and don’t react to every 
questionable post. Choose your battles wisely.

•	 If you see something on your child’s wall that you find 
disturbing, talk to her privately (and offline). 

RESOURCES AND TIPS

WHAT YOU CAN DO


